
Wireless  Security  for  the  Modern 

Enterprise

Introduction

Wireless security is a critical issue for businesses of all 

sizes.  As more and more devices connect  to wireless 

networks, the potential for security breaches increases. 

This  book  provides  a  comprehensive  overview  of 

wireless security, from the basics to the most advanced 

topics.

In  Chapter  1,  we  will  discuss  the  wireless  security 

landscape,  including the  different  types  of  threats  to 

wireless networks and the best practices for protecting 

them. In Chapter 2, we will cover the different types of 

wireless  security  technologies,  including  802.11 

security  protocols,  VPNs,  firewalls,  and  intrusion 

detection and prevention systems.
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In  Chapter  3,  we  will  discuss  the  importance  of 

managing  wireless  security,  including  creating  and 

implementing  security  policies,  conducting  security 

audits,  and  training  employees  on  wireless  security 

best practices. In Chapter 4, we will cover some of the 

more  advanced  topics  in  wireless  security,  such  as 

wireless  encryption  algorithms,  authentication 

protocols, and network access control.

In  Chapter  5,  we  will  discuss  the  future  of  wireless 

security, including the impact of new technologies such 

as 5G and the Internet of Things. Finally, in Chapter 6, 

we will provide a number of case studies of real-world 

wireless security implementations.

This  book  is  intended  for  a  wide  audience,  from  IT 

professionals  with  no  prior  knowledge  of  wireless 

security  to  experienced  security  professionals  who 

want  to  learn about  the  latest  advances  in  the  field. 

Whether you are new to wireless security or you are 
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looking  to  enhance  your  knowledge,  this  book  has 

something to offer you.
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Book Description

Wireless Security for the Modern Enterprise is the 

definitive guide to wireless security. Written by a team 

of  experts,  this  book  covers  everything  you  need  to 

know about securing your wireless network, from the 

basics to the most advanced topics.

In Wireless Security for the Modern Enterprise, you 

will learn about:

 The  different  types  of  threats  to  wireless 

networks

 The best  practices  for  protecting  your  wireless 

network

 The  different  types  of  wireless  security 

technologies

 How to manage wireless security

 The future of wireless security

Wireless  Security  for  the  Modern  Enterprise is 

packed  with  case  studies  and  real-world  examples, 
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making it the perfect resource for anyone who wants to 

learn more about wireless security. Whether you are a 

business  owner,  IT  professional,  or  home  user, 

Wireless  Security  for  the  Modern  Enterprise has 

something to offer you.

Don't  wait  another  day  to  secure  your  wireless 

network. Order your copy of Wireless Security for the 

Modern Enterprise today!

About the Authors

Pasquale  De  Marco  is  a  leading  expert  in  wireless 

security.  He  has  worked  with  businesses  and 

governments  around  the  world  to  help  them  secure 

their  wireless  networks.  Pasquale  De  Marco  is  the 

author of several other books on wireless security.

Pasquale  De  Marco  is  a  security  researcher  and 

consultant.  He  has  worked  with  businesses  and 

governments around the world to help them improve 
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their security posture. Pasquale De Marco is the author 

of several other books on security.
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Chapter  1:  The  Wireless  Security 

Landscape

Defining wireless security

Wireless security is the practice of protecting wireless 

networks  from  unauthorized  access,  use,  disclosure, 

disruption,  modification,  or  destruction.  Wireless 

networks  are  vulnerable  to  a  variety  of  threats, 

including  eavesdropping,  man-in-the-middle  attacks, 

and  denial-of-service  attacks.  Wireless  security 

measures can help to protect against these threats and 

ensure the confidentiality, integrity, and availability of 

wireless networks.

Wireless security is  a complex and challenging issue. 

There  are  a  number  of  different  wireless  security 

technologies  available,  and  the  best  approach  to 

wireless  security  will  vary depending on the specific 

needs  of  the  organization.  However,  there  are  some 
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general  principles that  can be applied to all  wireless 

security implementations.

One  of  the  most  important  principles  of  wireless 

security is to use strong encryption. Encryption helps to 

protect  the  confidentiality  of  wireless  traffic  by 

scrambling  the  data  so  that  it  cannot  be  read  by 

unauthorized users.  There are a number of  different 

encryption  algorithms  available,  and  the  best  choice 

for a particular application will depend on the level of 

security required.

Another important principle of wireless security is to 

use  strong  authentication.  Authentication  helps  to 

ensure  that  only  authorized  users  can  access  the 

wireless  network.  There  are  a  number  of  different 

authentication methods available, and the best choice 

for a particular application will depend on the level of 

security required.

In addition to encryption and authentication, there are 

a number of other wireless security measures that can 
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be implemented to improve security. These measures 

include:

 Using a firewall to block unauthorized access to 

the wireless network

 Implementing  intrusion  detection  and 

prevention systems to detect and block malicious 

activity

 Regularly  patching  the  wireless  network 

infrastructure to fix security vulnerabilities

 Educating users about wireless security risks and 

best practices

By following these principles, organizations can help to 

protect  their  wireless  networks  from  unauthorized 

access and use.
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Chapter  1:  The  Wireless  Security 

Landscape

Threats to wireless networks

Wireless  networks  are  increasingly  being  used  by 

businesses of all sizes. This is due to the many benefits 

that  wireless  networks  offer,  such  as  increased 

mobility,  flexibility,  and  productivity.  However, 

wireless networks also come with a number of security 

risks.

One  of  the  biggest  threats  to  wireless  networks  is 

unauthorized  access.  This  can  occur  when  someone 

gains  access  to  your  wireless  network  without  your 

permission.  This  can  be  done  by  using  a  variety  of 

methods,  such  as  war  driving,  eavesdropping,  or 

phishing.  Once  someone  has  unauthorized  access  to 

your wireless network, they can do a number of things, 

such as:

 Steal your data
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 Damage your network

 Launch attacks against other networks

 Spy on your activities

Another  threat  to  wireless  networks  is  malware. 

Malware  is  malicious  software  that  can  infect  your 

computer  or  mobile  device.  Malware  can  be  spread 

through  a  variety  of  methods,  such  as  email 

attachments,  malicious websites,  or USB drives.  Once 

malware has infected your device, it can do a number 

of things, such as:

 Steal your personal information

 Damage your files

 Slow down your computer or mobile device

 Spy on your activities

In addition to unauthorized access and malware, there 

are  a  number  of  other  threats  to  wireless  networks, 

such as:

 Denial of service attacks
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 Man-in-the-middle attacks

 Rogue access points

 Evil twins

These are just  a few of the many threats to wireless 

networks. It is important to be aware of these threats 

and to take steps to protect your wireless network.

There are a number of things that you can do to protect 

your wireless network, such as:

 Use a strong password

 Enable encryption

 Use a firewall

 Keep your software up to date

 Be careful about what you download

 Be aware of the risks of public Wi-Fi

By  taking  these  steps,  you  can  help  to  protect  your 

wireless network from the many threats that it faces.
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Chapter  1:  The  Wireless  Security 

Landscape

Wireless security standards

There  are  a  number  of  different  wireless  security 

standards  that  have  been  developed  over  the  years. 

The most common standard is Wi-Fi Protected Access 

(WPA2), which is a strong encryption standard that is 

supported  by  all  modern  devices.  Other  wireless 

security  standards  include  Wired  Equivalent  Privacy 

(WEP),  which is  an older  and less  secure encryption 

standard that is no longer recommended for use, and 

Wi-Fi Protected Setup (WPS), which is a simple setup 

process  that  can  be  used  to  connect  devices  to  a 

wireless network.

When  choosing  a  wireless  security  standard,  it  is 

important to consider the following factors:

 The strength of the encryption: The strength of 

the encryption is determined by the key length. A 
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longer key length means that it is more difficult 

to break the encryption.

 The  compatibility  of  the  standard: The 

standard  that  you  choose  must  be  compatible 

with all of the devices that you want to connect 

to the wireless network.

 The ease of use: The standard that you choose 

should be easy to set up and use.

WPA2  is  the  most  recommended  wireless  security 

standard because it offers a strong level of encryption, 

is compatible with all modern devices, and is easy to 

set up and use.

In addition to the above, here are some additional tips 

for choosing a wireless security standard:

 If  you  are  using  a  public  Wi-Fi  network,  it  is 

important to use a strong encryption standard, 

such as WPA2.
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 If you are using a private Wi-Fi network, you can 

use  a  less  secure  encryption standard,  such as 

WEP or WPS, if you are only connecting devices 

that are not sensitive to security breaches.

 It  is  important  to  keep  your  wireless  security 

standard up to date. New security vulnerabilities 

are discovered all the time, so it is important to 

make sure that you are using the latest security 

standard to protect your network.
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 This extract presents the opening 

three sections of the first chapter.

Discover the complete 10 chapters and 

50  sections  by  purchasing  the  book, 

now available in various formats.

16



Table of Contents

Chapter  1:  The  Wireless  Security  Landscape * 

Defining  wireless  security  *  Threats  to  wireless 

networks * Wireless security standards * Best practices 

for wireless security * Case study: A wireless security 

breach

Chapter  2:  Securing  Wireless  Networks *  Physical 

security measures * Network security measures * Host-

based security measures * Wireless intrusion detection 

and prevention systems * Case study: Implementing a 

wireless security solution

Chapter  3:  Managing  Wireless  Security *  Wireless 

security  policies  and  procedures  *  Wireless  security 

audits * Wireless security training * Wireless security 

incident  response  *  Case  study:  Managing  wireless 

security in a large enterprise

Chapter 4:  Wireless Security Technologies *  802.11 

security  protocols  *  VPNs  for  wireless  networks  * 

17



Firewalls  for  wireless  networks  *  Wireless  intrusion 

detection  and  prevention  systems  *  Case  study: 

Evaluating wireless security technologies

Chapter  5:  Emerging  Wireless  Security  Threats * 

New  wireless  technologies  and  their  security 

implications  *  The  Internet  of  Things  and  wireless 

security  *  Cloud  computing  and  wireless  security  * 

Bring your own device (BYOD) and wireless security * 

Case  study:  Mitigating  emerging  wireless  security 

threats

Chapter 6: Wireless Security for Specific Industries 

* Wireless security in healthcare * Wireless security in 

finance * Wireless security in government * Wireless 

security  in  education  *  Case  study:  Implementing 

wireless security in a specific industry

Chapter  7:  Advanced  Wireless  Security  Topics * 

Wireless  encryption  algorithms  *  Wireless 

authentication  protocols  *  Wireless  network  access 

control * Wireless security monitoring and analysis * 

18



Case study:  Implementing advanced wireless security 

measures

Chapter 8: The Future of Wireless Security * Trends 

in  wireless  security  *  New  wireless  security 

technologies * The impact of 5G on wireless security * 

The role of artificial intelligence in wireless security * 

Case study: Preparing for the future of wireless security

Chapter  9:  Wireless  Security  Case  Studies *  Case 

study:  Wireless  security  in  a  large  enterprise  *  Case 

study:  Wireless  security  in  a  small  business  *  Case 

study: Wireless security in a government agency * Case 

study: Wireless security in a healthcare organization * 

Case  study:  Wireless  security  in  an  educational 

institution

Chapter 10: Wireless Security Resources * Wireless 

security organizations * Wireless security conferences 

*  Wireless  security  publications  *  Wireless  security 

tools * Case study: Using wireless security resources to 

improve security 

19



This extract presents the opening three 
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Discover the complete 10 chapters and 

50  sections  by  purchasing  the  book, 

now available in various formats.
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